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Partner Awareness Message 

Information Security Observations for Organizations Expanding Remote Access and Telework 

As the COVID-19 pandemic necessitates more people working from home, organizations 

have taken swift action to reduce physical interaction, which has led to a significant increase in 

telework and remote access. As a result, organizations are quickly developing new ways to 

remotely manage assets and data they might not otherwise allow remote access to, using 

infrastructure from which they might not normally allow access. As risk tolerance shifts in a 

compressed timeframe, it should be done thoughtfully. Organizations should consider 

appropriate controls and safeguards when opening access to critical networks and data. 

The FBI has monitored both open source and law enforcement intelligence indicative of 

criminal and nation state affiliated groups targeting U.S. infrastructure during this time, and in 

some cases capitalizing on the COVID-19 pandemic.  

What Companies Can Do to Protect Data/Infrastructure 

This list is not all inclusive, nor does it address all day to day best practices in 

information security. This list represents observations from FBI Dallas on steps organizations 

might consider given the rapid movement to a remote workforce. 

Remote Access – Enterprise 

• Secure remote access mediums should be utilized, incorporating robust encryption and 

secure authentication technology. 

• Reduce and formalize remote access to as few technologies for ease in deployment, 

management, and threat detection. Secure remote access technologies include remote 

VPN, virtual applications, and/or virtual desktops. 

• Consider using trusted cloud providers in a Software as a Service (SaaS) environment to 

deploy common applications (e-mail, accounting, project management, etc.). When an 

organization determines their information security staff might lack the resources, 

training, or ability to defend against threats in this environment, large cloud providers 

with threat intelligence teams, robust threat detection capability, and built-in tools 

(multifactor authentication/e-mail attachment sandboxing/etc.) can act as a force 

multiplier. Internal information security staff should maintain access to relevant log files 

and review those log files regularly. 



• Define a remote access policy that identifies appropriate remote access/bring your own 

device (BYOD) requirements. Configure servers to enforce security policies and a single 

point of entry into the network.  

• In a move to remote computing, there may be hesitancy to test and deploy software 

patches remotely. Given the expanded attack surface, all efforts to patch known 

vulnerabilities should be taken as soon as practical, especially on gateways and remote 

access servers. 

• With the increasing threat of Ransomware attacks, organizations should review and 

evaluate disaster recovery planning, to include remote access capability. Review data 

backup policies to conform with best practices, while validating and testing backups on 

a consistent basis. 

Remote Access - Endpoint/End User 

• Reduce privilege on user accounts. Identify who needs to operate in a “privileged” user 

state and de-escalate privilege on all others.  Privileged users should only use those 

accounts when necessary. When privileged users do not need to work in a privileged 

state, they should utilize standard user accounts. 

• Employees will continue to be targeted, and endpoint security and visibility is 

imperative. Utilize multifactor authentication (MFA) on all remote access. Maintain an 

inventory of authorized systems and enforce device access lists if able. Endpoint 

monitoring and/or audits may help identify an adversary, or an employee connected 

with an unauthorized device. 

• Once an account is compromised the adversary will attempt to move laterally. Restrict 

user access as much as possible; only provide access to necessary data, resources, and 

shares, especially in sensitive enclaves.  

• Ensure endpoint devices (whether employer or employee supplied) are updated with 

the latest patches and set to download patches automatically. Ensure endpoints are 

running updated virus protection and firewall software, and employee residential 

routers and network-based devices are updated and secure.  

Awareness and Training 

• End-user training should continue to be prioritized. In addition to training users on 

credential theft through phishing attempts, users should be sensitized to the potential 

theft of multifactor authentication measures through push notifications. 

• Given the rapid change to remote access for many companies, Information Technology 

personnel should be trained or reminded that all methods of remote access (opening 

ports, establishing terminal access, etc.) should be submitted to a review 

board/authoritative risk manager prior to deployment. Conducting vulnerability scans 

and penetration testing can help identify unauthorized remote access. 

External Threats 



• Monitor the registration and use of domains similar to that of your organization. 

Criminal actors use company-like domains to redirect external users, vendors, or 

employees to malicious sites or elicit fraudulent transactions. 

• Review end-user e-mail rules, filters, and forwarding against unauthorized changes. Post 

breach, threat actors are known to initiate e-mail forwarding to malicious accounts.  

• Employees with wire transfer authority should be trained in preventing Business E-mail 

Compromise (BEC) related to accounts payable transactions, especially when in a 

remote work environment when they are physically isolated from management.  

The FBI recognizes organizations must make business decisions to satisfy customer and 

employee needs. During these times of significant change, when decisions are made in a 

compressed timeframe, it is imperative for executives and risk managers to engage network 

defenders in meaningful conversation about controls to protect those same customers and 

employees from cyber exploitation.  

FBI Dallas encourages the public to report Internet related fraud to the FBI Internet 

Crime Complaint Center (www.ic3.gov). Organization’s should report any suspected cyber 

breach to their local FBI field office (www.fbi.gov/contact-us/field-offices). 

Resources for Managers and Information Technology Personnel 

Cyber and Information Security 

• National Institute for Science and Technology (NIST) Special Publication 800-46 (Guide 

to Enterprise Telework, Remote Access, and Bring Your Own Device Security) 

• National Institute for Science and Technology (NIST) Special Publication 800-100 

(Information Security Handbook: A Guide for Managers) 

• FBI Protected Voices  

• Cybersecurity & Infrastructure Security Agency (CISA) Stop. Think. Connect.  

Ransomware/Business E-mail Compromise 

• U.S. Government Interagency Paper on Ransomware Prevention and Response 

• FBI/IC3 Ransomware Recommendations 

• FBI/IC3 Business E-mail Compromise PSA 

•  

Reporting 

• FBI Internet Crime Complaint Center (IC3)  

• FBI Tips 

http://www.ic3.gov/
https://www.fbi.gov/contact-us/field-offices
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-46r2.pdf
https://csrc.nist.gov/publications/detail/sp/800-100/final
https://www.fbi.gov/investigate/counterintelligence/foreign-influence/protected-voices
https://www.cisa.gov/stopthinkconnect
https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf/view
https://pdf.ic3.gov/Ransomware_Trifold_e-version.pdf
https://www.ic3.gov/media/2018/180712.aspx
http://www.ic3.gov/
http://tips.fbi.gov/

